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DETAILED ACTION 



Claim Rejections - 35 USC §102 



1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 



States and was published under Article 21(2) of such treaty in the English language. 

2. Claims 1-38, rejected under 35 U.S.C. 102(e) as being anticipated by Frailong et al. 



to an external element(see col. 2, lines 24-27, 39-42), an interface device coupled to the 
communication network and the external element(see col. 2, lines 28-45), the interface device 
including a processor stored within a memory associated with the processor(see col. 4, lines 1- 
18); and wherein the interface device is operable to recognize the external element(see col. 4, 
lines 43-60, col. 8, liens 36-63), to negotiate a security level between the external element and 
the communication network, and to manage access by the external element to the communication 
network(see col. 18, lines 26-54). 

4. As per claim 2, Frailong discloses wherein the security level defines a level of access of 
the external element to the communication network(see col. 18, lines 26-55). 

5. As per claim 3, Frailong discloses wherein, based upon the security level, the interface 
device restricts access by the external element to at least one class of data retained within the 
communication network(see col. 5, lines 43-58). 



3. 



As per claim 1, Frailong discloses an apparatus for interfacing a communication network 
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6. As per claim 4, Frailong discloses wherein, based upon the security level, the interface 
device restricts access by the external element to at least one internal function of the 
communication network(see col. 5, lines 43-58). 

7. As per claim 5, Frailong discloses wherein based on the security level, the interface 
device terminates access by the external element(see col. 18, lines 26-65). 

8. As per claim 6, Frailong discloses wherein the interface device provides scalable levels of 
access to the communication network by the external element(see col. 17, lines 39-67). 

9. As per claim 7, Frailong discloses wherein the interface device includes restriction 
criteria associated with varying degrees of authorization to the communication network by the 
external element(see col. 8, lines 36-63). 

10. As per claim 8, Frailong discloses wherein the restriction criteria includes one of user 
based privileges and network operation variables(see col. 5, lines 43-58). 

11. As per claim 9, Frailong discloses wherein the interface device is operable to provide 
access control(see col. 18, lines 26-29). 

12. As per claim 10, Frailong discloses wherein the interface device includes a tunnel 
communication mode(see col. 15, lines 44-53). 

13. As per claim 11, Frailong discloses wherein the tunnel communication mode includes of 
an IP security protocol tunnel mode(see col. 15, lines 44-53). 

14. As per claim 12, Frailong discloses wherein the interface device is configured to 
recognize a particular external element(see col 2, lines 28-45). 

15. As per claim 13, Frailong discloses wherein the interface device includes an embedded 
security layer(see col. 15, lines 41-43). 
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16. As per claim 14, Frailong discloses wherein the interface device establishes a security 
layer between the communication network and the external element(see col. 15, lines 25-53). 

17. As per claim 15, Frailong discloses wherein the interface device is operable to establish 
one of a static association and a dynamic association between the external element and the 
communication network(see col. 16, lines 15-23, 49-67). 

18. As per claim 16, Frailong discloses wherein the interface device is operable to provide an 
action responsive to the security level(see col. 18, lines 26-65). 

19. As per claim 17, Frailong discloses wherein the interface device is operable to provide an 
action responsive to the security level(see col. 18, lines 26-55). 

20. As per claim 18, Frailong discloses wherein the action includes one of creating a usage 
accounting record and providing a message(see col. 17, lines 49-67, col. 18, lines 1-25). 

21. As per claim 19, Frailong discloses wherein the interface device is operable to expand 
access to the communication network by the external element(see col. 8, lines 36-64). 

22. As per claim 20, Frailong discloses wherein the interface device expands access to the 
communication network by the external element subsequent to a renegotiation of the security 
level(see col. 5, lines 43-58). 

23. As per claim 21, wherein the interface device includes a translation function(see col. 15, 
lines 25-30). 

24. As per claim 22, is rejected under the same basis as claim 1. 

25. As per claim 23, it is rejected under the same basis as claim 2. 
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26. As per claim 24, Frailong discloses based upon the security level, restricting access by 
the external element to at least one class of data retained within the communication network(see 
col. 18, lines 26-55). 

27. As per claim 25, Frailong discloses based upon the security level, restricting access by 
the external element to at least one internal function of the communication network(see col. 8, 
lines 36-63). 

28. As per claim 26, Frailong discloses based upon the security level, terminating access to 
the communication network by the external element(see col. 5, lines 43-58). 

29. As per claim 27, Frailong discloses scaling levels of access to the communication 
network by the external element(see col. 15, lines 43-53). 

30. As per claim 28, Frailong discloses wherein the interface device includes restriction 
criteria, and wherein the method includes varying degrees of authorization to the communication 
network by the external element in view of the restriction criteria(see col. 5, lines 43-58). 

31. As per claim 29, Frailong discloses wherein the restriction criteria includes on of user 
based privileges and network operation variables(see col. 15, lines 44-53). 

32. As per claim 30, Frailong discloses tunneling data between the external element and the 
communication network thorough the interface device(see col. 15, lines 44-53). 

33. As per claim 31, Frailong discloses wherein the step of recognizing an external element 
includes recognizing a particular external element(see col. 2, lines 28-45). 

34. As per claim 32, Frailong discloses establishing a security layer between the 
communication network and the external element(see col. 15, lines 25-53). 
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35. As per claim 33, Frailong discloses establishing one of a static association and a dynamic 
association between the external element and the communication network(see col. 16, lines 15- 



36. As per claim 34, Frailong discloses in response to a failure to negotiate a security level, 
providing an action responsive to the failure to negotiate a security level(see col. 18, lines 26- 



37. As per claim 35, Frailong discloses wherein the action includes one of creating a usage 
accounting record, providing a recorded message and linking to a source of additional 
information(see col. 17, lines 49-67, col. 18, lines 1-25). 

38. As per claim 36, Frailong discloses expanding to the communication network by the 
external element(see col. 2, lines 28-45). 

39. As per claim 37, Frailong discloses wherein the step of expanding access to the 
communication network by the external element includes renegotiating the security level(see col. 
13, lines 62-67, col. 14, lines 1-30). 

40. As per claim 38, Frailong discloses the step of translating data communicated between 
the external element and the communication network(see col. 15, lines 25-30). 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jenise E Jackson whose telephone number is (703) 306-0426. 
The examiner can normally be reached on M-Th (6:00 a.m. - 3:30 p.m.) alternate Friday's. 



23, 49-67). 



65). 



Conclusion 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (703) 305-9648. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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